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1. Performance Lags in Government Credit Schemes and Private Lenders
Key Highlights & Summary

o Public sector banks successfully achieved 32% to 56% of their fiscal year disbursement targets in the
first half of the year under key financial inclusion schemes, outperforming private banks.

o Private sector banks significantly lagged, achieving only 24% to 30% of their disbursement targets
under the Pradhan Mantri Mudra Yojana.

. . Chart 1L28: Personal Loans: Contribution
o Public sector banks sanctioned an average of 74% of street of Major Sub-components
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e Under the PM Vishwakarma scheme, public sector banks
sanctioned 44% of processed applications, while private
banks lagged behind at 36%.

e Rural incomes and small enterprise borrowing capacities
faced severe strain from rising input costs, geopolitical
conflicts, and deficient monsoon patterns. oliome
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o Experts emphasize the critical need to streamline
administrative procedures, reduce regulatory compliances, and bridge operational gaps for lenders
and beneficiaries.

Essential Definitions

o Financial Inclusion: The process of ensuring access to financial services and timely credit at an
affordable cost to vulnerable and weaker sections of society by formal institutions.

o Interest Subvention: A government provision where a specific percentage of interest on loans is
subsidized or paid directly by the state to ease the borrowing burden on target beneficiaries.

Legal and Constitutional Framework

e Priority Sector Lending Guidelines: Mandates scheduled commercial banks to allocate a specified
percentage of their adjusted net bank credit to economically vital and vulnerable sectors including
micro enterprises, agriculture, and weaker sections.

o Directive Principles of State Policy: Article 38 and Article 46 of the Indian Constitution direct the
State to promote the welfare of the people and protect the economic interests of weaker sections from
exploitation.

Conclusion

The sluggish implementation of flagship financial inclusion schemes by private lenders highlights systemic
bottlenecks that undermine grassroots credit delivery. Addressing these institutional lags through streamlined
compliance and digital integration is vital for achieving inclusive and equitable economic growth across
India.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper 111
(Inclusive Growth and issues arising from it, Mobilization of Resources, and Banking Sector Reforms) as
well as Prelims questions concerning government welfare and credit schemes.

. ______________________________________________________________________________________________]
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2. Central Motor Vehicles Rules Amendments for E100 Flex-Fuel Vehicles
Key Highlights & Summary

The Ministry of Road Transport and Highways notified amendments to the Central Motor Vehicles
Rules to permit flex-fuel vehicles capable of running on up to E100, which is nearly pure ethanol.

Fuel blends exceeding E20 and up to E100 are strictly intended for vehicles specifically designed
and certified for high-blend usage, meaning standard vehicles cannot utilize E85 or E100.

The government revised vehicle classification thresholds, emission-related tables, testing provisions,
and raised the weight limit for light petrol and diesel vehicles to 3,500\kg from the previous 3,000\kg
limit.

Maruti Suzuki India introduced the country's
first flex-fuel passenger vehicle, the Wagon R

Flex Fuel, capable of operating on blends
ranging from E20 to E100.

India continues to push for higher ethanol
blending strategies to curtail its massive fossil
fuel import bill and mitigate the current account
deficit driven by crude oil dependence.

Major automakers including Toyota Motor
Corp., Tata Motors, and Hyundai Motor
Company are actively developing compatible
flex-fuel vehicles for the Indian market.

Essential Definitions

Flex-Fuel Vehicles (FFVs): Specialized vehicles equipped with an internal combustion engine
designed to run on more than one type of fuel, or a blend of petrol and ethanol ranging up to E100.

Ethanol Blending (E100/E20): Refers to fuel mixtures containing specific volumetric percentages
of ethanol mixed with petrol, where E20 contains $20\%3$ ethanol and $80\%$ petrol, and E100
represents nearly pure anhydrous ethanol.

Legal and Constitutional Framework

Central Motor Vehicles Rules (CMVR): Framed under the overarching authority of the Motor
Vehicles Act, governing vehicle design standards, safety specifications, weight thresholds, and
emission norms across India.

Environmental Protection Mandates: Align with India's international commitments under the Paris
Agreement and Directive Principles of State Policy under Article 48A of the Constitution, which
directs the State to protect and improve the environment.

Conclusion

The regulatory nod for E100 compatible flex-fuel vehicles marks a crucial stride toward energy self-
sufficiency and lower carbon emissions in India's transport sector. By expanding vehicular weight limits and
legal frameworks, the government is successfully paving the way for domestic automakers to commercialize
green technologies.

. ______________________________________________________________________________________________]
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UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper 111
(Environment, Conservation, Energy Security, and Government Policies) as well as Prelims questions
regarding alternative energy initiatives and motor vehicle regulations.

3. Government Commitment to Fiscal Deficit Reduction and National Debt Ceiling
Key Highlights & Summary

e Union Finance Minister Nirmala Sitharaman reaffirmed the Union Government's firm commitment
to fiscal consolidation, as reflected across annual budget frameworks.

e The Centre aims to limit the national debt to 50% of the Gross Domestic Product (GDP) by the year

2030.
==

e Global economic disruptions post-pandemic have led . :
to heightened debt challenges across developed and gm"( 1%/
developing nations alike.
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leveraging future fiscal balance sheets.
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Essential Definitions

o Fiscal Deficit: The difference between the government's total expenditure and total receipts,
excluding borrowings, indicating the total money the government needs to borrow.

o Debt-to-GDP Ratio: A metric comparing a country's total sovereign debt to its total annual
economic output, serving as a key indicator of financial sustainability and debt management
capability.

Legal and Constitutional Framework

o Fiscal Responsibility and Budget Management (FRBM) Act, 2003: Sets statutory targets for the
Central Government to reduce fiscal deficits and limit overall public debt to maintain fiscal stability.

o Article 292 of the Constitution: Grants the Union Government legal authority to borrow upon the
security of the Consolidated Fund of India within limits established by Parliament.

Conclusion

Sustained fiscal consolidation and limiting public debt to 50% of GDP by 2030 are essential for India's long-
term sovereign credit strength. By aligning budget expenditures with structural fiscal targets, India balances
welfare obligations while safeguarding sustainable growth.

. ______________________________________________________________________________________________]
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UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper 111
(Indian Economy, Fiscal Policy, Government Budgeting, and FRBM Act) and General Studies Paper II
(Governance and Public Policy).

4. Defence Acquisition Council Approves Capital Procurement Worth %2.12 Trillion
Key Highlights & Summary

e The Defence Acquisition Council (DAC) granted in-principle approval for military procurement
proposals totaling X2.12 trillion ($22.27 billion).

e (learance was accorded for Very Short-Range Air Defence Systems (VSHORADS) to strengthen
low-altitude aerial defense capabilities.

e Procurement proposals include advanced counter-drone systems to neutralize hostile unmanned
aerial vehicles along border areas.

» The approval encompasses tactical surveillance systems and high-precision strike assets for
integrated armed operations.

o Long-range kamikaze drones (loitering munitions) were cleared to enhance deep-strike operational
capabilities.

o The massive capital outlay aligns with indigenous defense manufacturing goals under the Make in
India initiative.
Essential Definitions

Defence Acquisition Council
Approves Capital Procurement
Proposals Worth ¥ 79,000 Crore

o Defence Acquisition Council (DAC): The apex body within the
Ministry of Defence responsible for decision-making on capital
procurement and policy guidelines for the Armed Forces.

o Kamikaze Drones / Loitering Munition: Aerial weapon I | 5 ’
systems designed to loiter around a target area and strike by
detonating upon impact with designated ground targets.

Legal and Constitutional Framework

e Defence Acquisition Procedure (DAP) 2020: Governs capital
acquisitions to ensure timely procurement, indigenization, and
self-reliance (Aatmanirbharta) in defense production.

e Seventh Schedule (Union List): Entry 1 of List  empowers the Union Parliament to make laws
regarding Defence of India and connected armed forces affairs.

Conclusion

The DAC's approval of modern air defense, drone warfare, and surveillance hardware enhances India's
operational readiness against evolving border threats. Prioritizing domestic defense technology strengthens
national security while boosting indigenous defense manufacturing infrastructure.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper III
(Indigenization of Technology, Security Challenges and their Management, and Various Security Forces and

Agencies) as well as Prelims questions regarding defense bodies and procurement frameworks.
= e
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5. Security of Tenure and Decision-Making Mechanism of Chief Election Commissioner
Key Highlights & Summary

e The Election Commission of India (ECI), Chief Election Commissioner (CEC) Gyanesh Kumar, and
Election Commissioners Sukhbir Singh Sandhu and Vivek Joshi filed a joint 250-page affidavit in
the Supreme Court asserting constitutional protections.

o The affidavit clarified that a CEC can only be removed from office in a manner and on grounds
identical to a Supreme Court judge, making any attempt to restrain CEC functioning contrary to law.

o Replying to allegations of unilateral decision-making, ECI stated that decisions follow the 'rule of
majority' under Section 18 of the 2023 Act, leaving no room for authoritarian control.

o Official decisions pass through both Election Commissioners before reaching the CEC, with
approved outcomes signed by all members and implemented by the ECI Secretariat.

e The commission denied authorizing the release of any internal notes or files to news agencies, noting
that media reports alleging inner friction do not constitute valid evidence.

e The ECI conceded that approvals are obtained via electronic means when personal availability is
unfeasible, ensuring uninterrupted administrative continuity.

Essential Definitions

e Security of Tenure: Constitutional safeguard protecting key constitutional functionaries from
arbitrary removal, ensuring political neutrality and independent decision-making.

e Rule of Majority in ECI: A statutory decision-making process wherein any difference of opinion
among the CEC and Election Commissioners is resolved based on the majority vote of the members.

Legal and Constitutional Framework

e Article 324(5) of the Constitution: Guarantees that the CEC shall not be removed from office
except in like manner and on like grounds as a Judge of the Supreme Court.

e Chief Election Commissioner and Other Election Commissioners Act, 2023: Regulates the
appointment, conditions of service, term of office, and institutional functioning, including Section 18
decision-making provisions.

Conclusion

The joint affidavit reinforces the institutional autonomy and constitutional sanctity of the Election
Commission of India. Upholding security of tenure and multi-member majority consensus ensures
transparent electoral governance, protecting independent democratic institutions from unsubstantiated
litigation and political pressures.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper II
(Constitutional Bodies, Election Commission of India, Governance, Security of Tenure, and Statutory Acts).

6. Inter-State Tiger Relocation and Wildlife Corridor Dynamics
Key Highlights & Summary

e A three-year-old tigress (T-138) relocated from Bihar's Valmiki Tiger Reserve to West Bengal's Buxa
Tiger Reserve moved $35\text{ km}$ into Assam's Raimona National Park.

. ______________________________________________________________________________________________]
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o The operation represents the first instance in India where a tiger was successfully air-lifted between
states for a wild reintroduction program.

o Forest officials are monitoring the GPS-tagged big cat near the
Indo-Bhutan border in Assam's Kokrajhar district as it explores INTERSTATE TIGER

contiguous forest landscapes. RELOCATION

o . . o STRENGTHENING INDIA'S TIGER FUTURE
o The translocation aims to reestablish a stable tiger population in

North Bengal, where habitat degradation and prey decline
historically reduced resident numbers.

o To support habitat recovery, forest authorities previously
relocated 242 households from core village areas like Bhutia
Basti and Gangutia Basti.

FROM PENCH TIGER RESERVE

e The movement highlights cross-boundary wildlife corridors (MADHYA PRADESH)
- . TO RAMGARH VISHDHARI
11nk1ng prote§ted landscapes across Bihar, West Bengal, Assam, S i
and nelghborlng Bhutan. * Promotes genetic diversity
and reduces inbreeding
Essential Definitions = Restores predatory balance

and enhances ecosystem

o Inter-State Wildlife Translocation: The deliberate movement healts

of wild animals by humans from one free-ranging geographic
location in one state to another state for conservation purposes.

o Wildlife Corridor: A contiguous geographical strip of natural habitat connecting separate
populations of wildlife that allows for movement, genetic exchange, and territorial exploration.

Legal and Constitutional Framework

o Wildlife Protection Act, 1972: Regulates protected area management, tiger reserve declarations,
animal translocations, and habitat conservation mandates.

o Article 48A of the Constitution: Directs the State to protect and improve the environment and
safeguard the forests and wildlife of the country.

Conclusion

The movement of tigress T-138 across state borders underlines the importance of landscape-level ecological
connectivity in wildlife conservation. Strengthening inter-state coordination and protecting transboundary
corridors are essential for successful species reintroduction and sustainable biodiversity management.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper 111
(Environment, Biodiversity Conservation, Wildlife Protection Act, and Ecosystem Management) and
Prelims questions regarding National Parks, Tiger Reserves, and species translocation programs.

7. Keralam Senior Citizens (Care and Protection of Rights) Bill, 2026
Key Highlights & Summary

e The Keralam Legislative Assembly passed the Senior Citizens (Care and Protection of Rights) Bill,
2026, creating India's first comprehensive state-level legal framework for elder welfare.

o The legislation adopts a rights-based approach to elder care, prioritizing independent living at home
with institutional care treated as a last resort.

. ______________________________________________________________________________________________]
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o The Bill legally recognizes living wills, allowing senior citizens to document their choices regarding
intensive care, life-sustaining interventions, and end-of-life medical decisions.

o It establishes the Keralam Geriatric Care Certification
Framework, mandating standardized training, police verification,
and certification for caregivers.

e Strict penal measures are introduced, including up to two years'
imprisonment for operating unregistered care homes and up to
three years' imprisonment for elder abuse, abandonment, or
illegal property seizure.

e The law mandates senior-friendly public infrastructure, such as

ramps and priority seating, while offering targeted support to KERALA

vulnerable senior women, including widows and destitute Three-year jail term forfamily
T members for mental
individuals. harassment: Keralam's new

law for senior citizens
Essential Definitions

o Living Will: A advance legal declaration executed by an
individual specifying their preferences regarding medical treatment, intensive care admission, and
life-sustaining interventions in end-of-life situations.

o Rights-Based Elder Care: A policy paradigm shift transitioning from charitable relief to legally
enforceable rights ensuring dignity, independence, safety, and self-determination for senior citizens.

Legal and Constitutional Framework

e Article 41 of the Constitution: Directs the State to make effective provision for securing the right to
work, education, and public assistance in cases of old age, sickness, and disablement.

e Maintenance and Welfare of Parents and Senior Citizens Act, 2007: Central statutory framework
providing legal provisions for financial support, institutional maintenance, and protection of elderly
citizens.

Conclusion

The Keralam Senior Citizens Bill sets a milestone for elderly care governance in India by institutionalizing
living wills, caregiver accountability, and social rights. Adapting to demographic transitions through
proactive legal safeguards is vital for ensuring dignity, autonomy, and security for an aging population.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper II
(Welfare Schemes for Vulnerable Sections, Governance, Social Justice, and Health Infrastructure) and
General Studies Paper IV (Medical Ethics and End-of-Life Care Decisions).

8. 12th BRICS Parliamentary Forum and Institutional Role of Global South

Parliaments
Key Highlights & Summary

e Lok Sabha Speaker Om Birla inaugurated the two-day 12th BRICS Parliamentary Forum in New
Delhi, emphasizing that legislative bodies must actively listen to youth voices and channel their
capabilities into nation-building.

. ______________________________________________________________________________________________]
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e The theme of the 12th edition of the forum was
"Strengthening Parliaments for People-Centric
Development," bringing together parliamentary

leaders across member nations. \ ]’
e The forum highlighted the strategic role of BRICS
in amplifying the concerns of the Global South, BRIC
. . ) 12t Parliamentary Forum 2026
with member nations now representing around .
49.5% of the world's total population. AL HV;'::,ZZ;?:;:L,, ek
. . . Parliament House Complex, New Delhi
o Discussions focused on harnessing youth energy of 26-27 October 2026

through quality education, technological
knowledge, and enabling environments that foster
innovation and dignity. i

FOSTERING PARLIAMENTS FOR
PEOPLE-CENTRIC DEVELOPMENT

e Speaker Birla called upon BRICS member
countries to turn shared parliamentary experiences
into joint action, fostering constructive dialogue, transparency, and accountability.

e Prime Minister Narendra Modi, Lok Sabha Speaker Om Birla, and Rajya Sabha Deputy Chairman
Harivansh interacted with visiting parliamentary delegates at the Parliament complex.

Essential Definitions

o BRICS Parliamentary Forum: An inter-parliamentary legislative dimension of the BRICS
grouping aimed at enhancing parliamentary diplomacy, institutional cooperation, and mutual
exchange of best legislative practices.

e Global South: A term referring collectively to developing, emerging, and lower-income nations
predominantly located in the Southern Hemisphere, seeking equitable representation in global
governance.

Legal and Constitutional Framework

e Article 79 of the Indian Constitution: Establishes the Parliament of India, comprising the
President, Council of States (Rajya Sabha), and House of the People (Lok Sabha), as the supreme
legislative authority.

o Parliamentary Diplomacy Framework: Operates under international multilateral arrangements and
parliamentary forums to strengthen sovereign bilateral relations, democratic governance, and
legislative dialogue.

Conclusion

The 12th BRICS Parliamentary Forum underscores the importance of legislative accountability and youth
engagement in driving equitable global development. By harnessing parliamentary diplomacy, BRICS
nations continue to solidify their role as a collective voice for the Global South in international policy-
making.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper II
(International Relations, Bilateral and Multilateral Groupings like BRICS, Global South Dynamics, and
Role of Parliament).

. ______________________________________________________________________________________________]
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9. Census Duty: Government Powers and Private Citizens' Rights
Key Highlights & Summary

e The Ministry of Home Affairs amended the Census Rules, 1990, expressly permitting the
appointment of teachers from government, local authority, aided, and unaided private educational
institutions as Census enumerators.

e The rules extend requisition powers to officials of banks, companies, institutions, societies, and
trusts, while retaining the broad category of "any person" deemed suitable by state governments or
UT administrations.

o The Census operation remains a heavily manpower-intensive exercise in India, requiring a massive
workforce of around 31 lakh enumerators and supervisors nationwide.

e Under Section 4(2) of the Census Act, 1948, state governments possess statutory powers to appoint
individuals as Census officers to take, aid in, or supervise Census operations.

e Judicial interventions, including orders by the Bombay High Court and Punjab & Haryana High
Court, historically protected private school staff from coercive deployment and disruption of
academic work.

e The amendment aims to remove procedural ambiguity from subordinate rules and ensure seamless
deployment of human resources across public and private sectors for national demographic exercises.

Essential Definitions

e Census Enumerator: A designated person appointed under statutory authority to collect, record, and
verify demographic and socio-economic data during a official national census operation.

o Compulsory Public Service: Statutory obligation imposed by the State requiring citizens or specific
occupational classes to perform duties serving a vital public interest, such as census enumeration or
election duty.

Legal and Constitutional Framework

e Article 23(2) of the Constitution: Grants an exception to the prohibition of forced labor,
empowering the State to impose compulsory service for public purposes without discrimination on
grounds of religion, race, caste, or class.

o Census Act, 1948 & Census Rules, 1990: Primary statutory framework authorizing the Union and
State governments to appoint census officers, requisition staff, and regulate enumeration duties
across establishments.

Conclusion

Amending the Census Rules clarifies the legal scope of government requisition powers while enabling
smooth execution of the national census. Harmonizing statutory mandates with judicial safeguards ensures
that compulsory public service balances state requirements with the rights and professional duties of private
individuals.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper II
(Fundamental Rights under Article 23, Statutory Bodies, Governance, and Administrative Discretion) and
General Studies Paper III (Demographics and Resource Mobilization).

. ______________________________________________________________________________________________]
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10. WMO Warning on 'Godzilla' El Nifio and Impact on Global & Indian Climate
Key Highlights & Summary

The World Meteorological Organization (WMO) warned that the prevailing "Godzilla" El Nifio
conditions will peak near the year-end, with climatic impacts extending well into 2027.

India's southwest monsoon, which supplies roughly 70% of
annual rainfall, ended at 87% of its Long Period Average
(LPA), making it the fourth driest monsoon season since 2001.

Temperature anomalies at the El Nifio epicentre in the Pacific
Ocean are projected to reach 3.8°C above normal, higher than
the previous record of 3°C recorded in 2014-2015.

Scientists declare an El Nifio when the Relative Ocean Nifo o &
Index (RONI) in the Nifio 3.4 region averages over 0.5°C above normal for a three month perlod

The phenomenon is expected to cause warmer-than-usual winters in India, while triggering extreme
weather events like floods, droughts, and cyclones globally.

Rising ocean temperatures threaten global food and water security, while placing additional strain on
global resource supply chains and fuel prices.

Essential Definitions

El Niiio-Southern Oscillation (ENSO): A periodic, large-scale ocean-atmosphere phenomenon over
the equatorial Pacific Ocean characterized by warm (El Nifio), cool (La Nifia), or neutral ocean
surface temperature conditions.

Relative Ocean Nifio Index (RONI): A metric calculated from sea surface temperature deviations in
the Nifio 3.4 region used by meteorologists to measure the onset and intensity of ENSO phases.

Legal and Constitutional Framework

Disaster Management Act, 2005: Institutional framework regulating India's national, state, and
district-level preparedness, mitigation, and response strategies for severe drought and weather-
induced disasters.

UN Framework Convention on Climate Change (UNFCCC): Global legal convention under
which member states collaborate to monitor ocean-atmosphere anomalies, build climate resilience,
and implement adaptation frameworks.

Conclusion

The unprecedented warming associated with the current El Nifio underlines the growing frequency and
severity of global climate anomalies. Strengthening disaster management infrastructure, agricultural
adaptation, and international climate cooperation is imperative to safeguard livelihoods, water availability,
and food security in India.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper I
(Physical Geography and Indian Monsoon Dynamics), General Studies Paper III (Environment, Disaster
Management, and Climate Change Adaptation), and Prelims questions on atmospheric science phenomena.

. ______________________________________________________________________________________________]
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11. Energy Transition Challenges: Ramping Up Storage and Strengthening

Transmission
Key Highlights & Summary

o India's power sector has shifted from perpetual energy deficits to period-specific surpluses during
peak solar hours, alongside deficits at night due to air conditioning loads and coal plant outages.

o Total renewable energy capacity, including large hydro projects, stands at nearly 292 GW
(constituting 53% of total installed capacity), with solar power contributing around 162 GW.

o Rapid capacity expansion reduced overall peak and energy deficits to 1% to 2%, but led to the forced
backing down of solar generation during daytime surplus hours.

e Frequent ramping up and down of thermal plants to balance the grid accelerates machine wear and
reduces the overall operational lifespan of coal-based infrastructure.

o Integrating battery energy storage and pumped hydro storage is critical to store excess daytime solar
power, support nighttime demand, and stabilize grid frequency.

o Solutions require upgrading transmission infrastructure, enhancing demand-side management, and
establishing market mechanisms that financially reward operational flexibility.

Essential Definitions

o Energy Transition: The structural shift in energy production and consumption systems from fossil-
fuel-based sources (coal, oil) to clean, renewable energy sources like solar, wind, and hydro.

o Backing Down (Renewable Energy): The intentional reduction of power generation from
renewable units below available capacity to maintain grid stability during supply-demand
imbalances.

Legal and Constitutional Framework

e Electricity Act, 2003: The core statutory framework unbundling State Electricity Boards into
generation, transmission, and distribution entities, while establishing independent regulatory
commissions.

e Seventh Schedule (Concurrent List): Entry 38 of List III grants concurrent legislative power to
both Union Parliament and State Assemblies over electricity policies and regulations.

Conclusion

Navigating India's clean energy transition requires beyond adding renewable capacity to addressing
structural storage and grid integration bottlenecks. Strengthening transmission corridors and developing
viable commercial models for energy storage will prevent power curtailment and ensure grid reliability.

UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper II1
(Infrastructure: Energy, Renewable Energy Targets, Grid Management, and Sectoral Reforms) and General
Studies Paper II (Government Policies and Interventions).
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12. Beyond Kudankulam's Fence: Cybersecurity Risks in Critical Infrastructure Supply
Chains
Key Highlights & Summary

e A dark web data breach exposed 14.3 GB of non-nuclear technical data of Kudankulam Nuclear
Power Plant, stored on a contractor's commercial data center.

o While internal operational control and safety networks were isolated and unaffected, peripheral
supply chain vulnerability was starkly exposed.

e Modern critical infrastructure relies heavily on complex
ecosystems of private contractors, software vendors, third-
party data centers, and external service providers.

e The incident mirrors a 2019 Dtrack malware infection on
Kudankulam's administrative network, highlighting
persistent vulnerabilities outside core facilities.

o Sensitive technical data, engineering drawings, and
inspection records shared across contractors currently lack
uniform statutory protection standards.

Beyond Kudankulam'’s fence,
o Experts advocate establishing a zero-trust architecture, a cybersecurity challenge
third-party risk assessments, strict data classification, and
single-framework supply chain oversight.

Essential Definitions

e Critical Information Infrastructure (CII): Computer resources, the incapacitation or destruction
of which shall have a debilitating impact on national security, economy, or public health.

e Air-Gapping: A security measure where a micro-network or device is physically isolated from
unsecured networks, such as the internet or local area networks.

e Supply Chain Cyber Risk: Vulnerabilities introduced into an organization through external
vendors, suppliers, third-party data hosts, and contractor networks.

Legal and Constitutional Framework

o Information Technology Act, 2000 (Section 70 & 70A): Mandates the declaration of Protected
Systems and establishes National Critical Information Infrastructure Protection Centre (NCIIPC).

e CERT-In Cyber Security Directions, 2022: Mandates mandatory reporting of cybersecurity
incidents within six hours by service providers and data centers.

e Seventh Schedule (Union List): Entry 6 and Entry 14 grant exclusive parliamentary legislative
powers over Atomic Energy and Cyber/Telecom Security infrastructure.

Conclusion

The Kudankulam data breach underscores that critical infrastructure security must extend beyond physical
perimeters to include entire supply chain networks. Enforcing uniform legal accountability across
contractors and adopting zero-trust framework principles are imperative to safeguard national strategic
assets.
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UPSC Relevance

This topic is highly relevant for the UPSC Civil Services Examination under General Studies Paper 111
(Cybersecurity Challenges, Protection of Critical Infrastructure, Role of Media and Social Networking, and
Indigenization of Technology) and General Studies Paper II (Governance, National Security Frameworks,
and Statutory Bodies).
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